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1. Introduction
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2. Threat Level Definitions
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3. Response Levels
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4. Additional Information
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Risk Assessment
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Security officers posture and activity
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P ‘Recruit’ staff to be vigilant for and immediately report suspicious activity and items.!!
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Security Checklist

INITIAL ACTIONS

Y< Review your security plans !

Z< 1"HE%E& () (*+,),&-.-)01-#")*$)%2#) 3+, #$%) %02,#1%)

[« I"#$"%&'()*&+),$-",,&.(-/$-)$/'&012-)

\< Decide what you need to protect, identifying critical operations and functions !
A< 1"#3%E&'% () &**(+,-, . &BHIHG W& (#)*+),&'

1< HS %8 H()*( I"HSY&'S( )" H&) BBV & () H+ Y6, *+-. (/' *+(0",(123+()42"- (5"%(
I"HBO6& (HY0)*+,)'$-)1.* +/8&*0) 1196)2/")-%6*. 35" +06-)4'&*5'#*) +/)*"66/&+)+5.*) T+.1.+20

A IHSY&! )+, Yot Yot")+Q.#/1
CPHS Y& )&+, " [&011" 23'&A($.5 !

PREPAREDNESS

YO I"HSYE ()Y +), IHSV%" &' ()" 1*+,-%0. " #]." FHE&"-+0"01%$%"*1%) "H#5%"-%62*

Z< Ensure Crisis Incident Kits (grab bags) are available and up to date!
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COMMUNICATION

Y< IHS968 () BIBEI0I& (1)&S 1064+ & (|, Y080~ &+ RIBIH-"H,01.,", &
Z¢ "HSHYE (<& Yo (#*+ - IOBSY8H HSY68 ()" #!

[ 1"HSY& ()B Y08+ &'-)'* &%-H-*..*"[O1H#1-)%6H'). *"(1221"&"") %' 1228/ 1*-&'-3%&*-") %%’
I"#1$%"&"

\C IHBO6&! ()" VoH" (*#+0b, Yo-. + Yok (+HH(/+.,, (*&(SY6/Yo+#"I(#, (+0.*-'&(/'-1"%+2(3"./ 1" 4(**-#1".5%*5
I"HBY61 896" (()*H#%0)+ %6, H+1. %&/%61) $#Yb"+0%bH+ 182 (' 3H6 I HBINZE Q) BY) |

AC 1"HS%"&'H() ¥ +#,'-(, B+ [+H##(0* ]

T¢ IH$9&'&(" HEY&! () 11+, $-, )+ ()+. H&)+- () (&' H#$-)/01) &/ 1) 1$..)2)"0%*3-$"+&()
I"HS106&&HY' () *$H1"+$

PERSONNEL

Y I"HPN " H#PL"B&' (&%0)&* %o+ &, #-%&).&(+/-)$$+,&01)&23&' (*" %+ &, +"4+H&"$*&5)#$+/-
Z< "HSWHS " %&"()$* &+, $*-(,&*S.-"# SH/HOH(+&"S

[< "#$%&'()*+#*,,%#-),'+.)/0'()+11("1(%+2")

\< Consider cancelling non urgent business or visitors where appropriate to your venue!

A< Identify if you have sufficient staff for critical roles such as your control roo! !
J< "#$"%&"()$" " +,-&./'&0"-/+12&0',"3,$#"&4()$5*"+,&60047&./'&-"3)'$,8&4,1..

TRAINING

Y< Ensure staff understand how to respond to a terrorist incident. see !"#$%! !
Z< 1"#3%&'((B()"%&S ) *S&I") +H*
[« "#$"%&'()&)"*$#"+&,+'B($(-&,.&/.O¥ B $Yo#&'$Yo(&)#H*+,+1*-1 #+/+*&I0-+-

STAFF VIGILANCE

Yo Do ™ IHS$Y&()H1"H (Y%o+,-%" %)\, (%)$$)/"01)23%", %*)., *"1%, $%!&!.0/0,&!¥8%/"010"3
I"H#B068& ON"HBI " HEV0& (H) &+ *"#-& I&" (H&+0.112384(,&" (/&Y% (,01-&*#+ *"&" &!1)"#*)511/&5)
I"H#$9%6& Vb (H) (868 V6) NHBYH&"

Z¢ IHSYO& )+ H- <./, ((0"HHO(/. 1*2(H%$. *#033*%6(4. $HO(4%+,5% *"4.("36*HUHE" " Yolt*
I"HSY6& ()*+, ' (HBY * HB//"O1"*. (/2()" | IBU"HSY& H(") 1 *+" |
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[< "#$%&Y%"#()*+ #- (1" 0+(#*122("/3+04#*1/3(4'5(* (0+#$ I3 (¥ (#"#SY%&Yo " #EF Yo' ((") *$+"
P WHSHIE )

\C I"HBO& () HH(++ (" - .%ot O&(Yo' L(HHEH:
A I"HSHYOHEB(Y0) YoSH$) HIHSAE! %' ()(85+)%0(,"-& (. (HI & (*- Y6 Y60+(*+Y6&*%/11+2(-3%/H#")) %8

PHYSICAL SECURITY

YO HSIO6& (), 865 +-. (1+&, 8 Vo & OH&+ESIMHSVO8. )+ H#-&"(,%6S..(1$% "/ [HHORBH{H $I%&
I"H$%&!(

7 " H%& () +,-%.+"'&00& 124 BB Y68H (Yo)*(+1&

[ "#$"%& () 1" #$S%" &' ()& $+00,-H)HY0!..)&. )/ (HU " &SHIO0"H #SS!) 196 ()" #$%0(8%0. ) H2H (%
I"HI$06& ()*+ #--1)),,

X IHS0&! (") Y H+%B, +$Y0&-HSB, . H("H&-'0(/.+("1-') 01 1% 08280 H(/"#-"#+* (Yot &+, 3 %8 0&*¢
I"H$61 8 Yo' H(

AC IS H8 ()" &B(Oh*+

T¢ IHS%&™() )+, ), Ok & " HS%E&S () (*+,$"-$*,%./$"),1(0%" . (++1%,--,'0%2,$(/(%.&0$3%--!,.0$
II4G96" & () Y61+ Y610, (%) (H-. (+%61*+9%' /" (4" (+

A IHS%&S () ($H+&,- ). &HI08H12(3.#1) &, 2$"&* &45&,- .,

< IS8 ()"00)+'%0)) - J& +*&Ye" ¥O/& &."#)1'(),, $"0(.¥0) "HS(- #,)20+&'3-)"&H#  I"#$%
I"HS%& H((%6D) Y61+ &+ H$- VI &Yo(+.

ac I"HSY&'()*+), (" -+%"#) (/% (0'H$) 1" () 2#3)./1'$)"1)," 4")- (2 &))53) 28896+ %" H#24)$'2(-+)
I"#$%&"$'()*+,'-.$/0/.1'.2'03"4%" %" 0567

SEARCH AND SCREENING

YO HSUEHHE (" () H&(H+, (Y- #+*88&Y6$%. ) 001$%. ' 20 SRBSUBBE )+, 1" ) %6/ 1*/%%"
IHESY08 ()*+"%,%) " Y6 (+9%/,8,0%#* 1-% 1 (%6+"1" 1%#, "% 12" 1%*1"34%/(5/" #'+%,0(61%1

Z¢ THSYE"$()*+$)$,8-8.+F)/ "H#-.$" $0+1#28.3$)-4$012++-&-5$2+0"#21+06$,"1#0$"-$)442+008&
"H$%6&'()") &+ &) Y%

[C IHSY6 R+, RIS VoBE (H)H(SYOY6 06" &t - TF SIB(10" LH* 253" S/ 1 Yo ($$-" &/
PHSHYO& (Yol Vot -(+.%."#Y6/$+#00

\¢< 1"#3$%"&'$()(&*#&+,*-$.9$)"/&$)"0(1&2*003%$45)"&)-$(&.*)-&)*&43()*0",(&5%/&+",(*% %" &
IHSYI & H()&F+), +-.I

A< 1"#$"%&S H(H#)* #P&Yo+*' %, $HE&' %S (%o-*. [ UR e Bt 2Pbe curity measures and
I"HS& ()" (*+H1$+,15-$+'&&).IH1'&,071), *23$$-4*+ 5256 $1*2'TI¥"G*ITTI-) 1421 &#4)" |

J< Provide effective public address messaging to people as they approach, asking people to
prepare for additional search and scre!"#"$%&'(#)&)(*+,-&.!-+/1&+"0//11203,!&-!,04
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< Consider initial search and screening on the approach or outside the venue, for example a
visual check inside jackets and bags!

< Conduct search and screening measures efficiently, effectively and politely. Aim to maximise
screening throughput (to minimise queues that may be targeted) !

a< Bags and other items should be searched to the extent required to provide confidence that
no items of concern are present. Manual bag searches should be, proportionate, systematic,
consistent and safe for the person conducting the search. Always look where you are
searching!

Ybh< I"#$"%& ) *+#&*("),-(*  N"#$%&'()*#+!,&)-)&' #'.")).)+."-)03,-) &' #' 1-#2,&)*#+3,&)+*)'
"#IS%&SH()* (B! (HIS+!* -S#(*S. (*-*%/$0%)#)*$I"*$1 2-1& , *($H#% 3P &AHIBEL " ()*$
"#$%&'()*+',+'()$'-(.+)$+"/0&)1")-)."#&%,%"#)"2) #,(3)%2)%,) %$)#",)-0(-&34)5'-(.+)
"#S%EH' (&))" +,-%* $&/H#-*#-$0*1&"*2& #'(3) &, *&##HPAH -4*#-*53)6"*&A/*5& 7 7"*()-#.'470*
Continue the search to the end, even if something is found. Do not belintimidated or
"#S%& S()*F+H#(*, &-1#*"-*&* "% /*#0"1"-1*/2$"2-)*3'Yo((-(Yo#*#,240!*&05&6#* 7 (*$, (*#&/ (*#(8*&#
the customer. Where appropriate ask the customer to remove pocket items. Consider the
"#$%&'()**+,(-.(/0*(#) +#$#+1%2

YY<Ensure your site or venue is se!"#$%&'()'"'%*+,!"'-1./."-+0")(0'10'1"%&/#0!-,%'0/2%."("'/) "
predictable way!

YZN"#$%&'()$*+,"-+," )% '#&+%./'%&0,*&'1)%'-/1&'2,1&.(.2&")1'-/1&'&3&"-',".2$4,"0'5%,)%"-)"-/&'
commencement, during and post event!

Y[ #$%E&" ()" #S((+,- () (0" &L/ "2(&'#, (+,-B( "#$"%%E&H# %% ()%o*+$%(#,"#'%,+%-"&./0%!"0
entering your venue !

Y\<I'#$%&' (#")*&'+#,,&+-&'(#")*&'#,(./&#Y%0&(,,O+$L(./

YA< Ensure all staff are aware of the response when they locate threat items!

Y "#$#%&%' () *#$%0+, % +-"#$%-& .-/ .&0%+1-/+'2%E&3&/08*0#% ,+$%02#8&$."%&'4%2 . $##' '5%6
advice should be sought from the CPNI website or your local Counter Terrorism Security
"#$%&)

SECURITY PERSONNEL

Depending upon their responsibilities an effective security guard must be able to demonstrate

they can respond effectively to a number of scenarios including:

Y< Do you security staff understand how to respond effectively to I"#3$!%& '$('&)&#*+*$)&',+%0*-*% /"
behaviour and !"#$%& ' (#)&*#+,*"#-&./1&" (#&blic. Who they should report to internally and
"#$%E&'%(#)' (&% &'%) *+,#%-.+$/%0001%232%' (Yo diri& "Bt BEF&800 789 321!

Z< "HSHY& Yo(SH) %S % 'S+, ) # S H(#ETSANE!

[ HS%E& ()$H+, "+, " )SUH&+%0./+"0'1+-96)2'%&3,*& 4)%"-/&'2,48..(.2&)4"-/1& &5&"-',".2$0,"3
prior to the commencement, during and post event!"#$%&'()*"+",+-*$."&/)),"$ the public
"#IS%&H ("#)%0*+",-.%!-*%!" A %vent looking for suspici!"#$%&' (#$)*+$,'-).%!"/#0$1)&/12$
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areas might include areas close to the site, pick up zones and transport hubs. Ensure those
"#BP%E&H % &())*'+&H#",%, 55, 8" #$% & ()*%+),"+))L.

X< I"HSU& HH) SHH((+(& S (#-$ H1H.,05128&.%8&) 3B (#, 4+ HEHIALE (") $1*) %+%0) %', $(-. %o (‘#$
I"HSYO&"HSHYEHY0' (Y6) (“$H+HY0) (Yo! "'

A IHSYO&! () ¥ ++ Yok, ++'-(."1($"(0,8)"&('11'*$%2'&3($" (4%0#) 50$(, *$%02%0$ 3- (VB YEI B +4(
luspicious behaviour!

J< Suspect items, the ‘four Cs’ protocols and the HOT principles!

< Chemical, biological and radiological incidents, how to recognise and respond using !

STEPS 123!
< A firearms and weapons attacks and the Run, Hide, Tell principles!

a< Evacuation, invacuation and lockdown procedure demonstrating knowledge of the
emergency assembly points !

Yb<How to search a site effectively !

YY< The basic principles o!"#$$%"&$'()*))+,-#".-%"&$/",0"1)%'2)("0&)"$++$10'-,0,) ("1$1".-"
attack !
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terrorist incidents, bomb threats etc.!

GOOD HOUSEKEEPING

Y< I"H#SH%E& (%) *+%, **#r*-#./%0#/#B9) it is necessary, examine opportunities to reducing
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attractive, such as street entertainers, mobile food outlets etc. Consider increasing patrols in
I"#$H% & # &S ¢Usider carefully where these activities take place.!
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venue or event, taking into consideration their size, proximity to glazing and building support
I"#3%"$#&!"()*+!,-&#éfositioning to areas that are not crowded!
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\< Are external areas, entrances, exits, stairs, reception areas and toilets kept clean, tidy and!
well lit? Where possible reduce areas where items can be concealed!

A< 1"#$"%HE&" (#)%*+,1%to a minimum to provide little opportunity to hide devices, including!
under chairs and sofas?!
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site. Consider adopting time windows where no deliveries will be accepted.!
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_< Do you screen all your mail and can you isolate your mail processing area?!

a< Have you tested and exercised for a terrorist incident in the last 12 months? Do staff
understand their roles and responsibilities?!

Yb< Are relevant staff and deputies trained and competent in managing bomb threats?!

YY< Do you regularly check the content of first aid kits, crisis management packs and firefighting
equipment?!

YZ< Have you checked your CCTV to ensure it is working effectively and has sufficient coverage
inside and outside?!
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