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Thank you for completing the feedback for the
ACT Strategic event you attended.

The following pages contain further guidance
and signposting to useful counter-terrorism
advice.



COUNTER TERRORISM PRODUCTS

Contact the CTSA in your police force area to request business security

guidance, or information on the ACT and SCaN products. Click here to find
the CTSA for your area.

ACT &=  SCCIN

SEE, CHECK AND NOTIFY

ACT STRATEGIC

ACT OPERATIONAL

ACT AWARENESS

SCAN FOR
ACT ELEARNING CUSOMTER FACING

PROJECT REVISE SCAN FOR ALL



https://www.gov.uk/government/news/act-awareness-elearning
https://www.gov.uk/government/publications/counter-terrorism-support-for-businesses-and-communities/working-with-counter-terrorism-security-advisers#contact-your-ctsa
https://www.gov.uk/government/publications/counter-terrorism-support-for-businesses-and-communities/working-with-counter-terrorism-security-advisers#contact-your-ctsa
https://www.gov.uk/government/publications/counter-terrorism-support-for-businesses-and-communities/working-with-counter-terrorism-security-advisers#project-revise

NaCTSO

National Counter Terrorism Security Office K E Y G U I D A N C E

The National Counter Terrorism Security Office (NaCTSO)
is a police unit that supports the ‘protect and prepare’
strands of the government’s counter terrorism strategy.

ACTION COUNTERS

TERRORISM ACTION
COUNTERS
Public awareness campaign that TERRORISM

encourages the public to help the police
tackle terrorism and save lives by
reporting suspicious behaviour.

2. RUN, HIDE, TELL

The National Police Chief’'s Council
have produced guidelines to follow if
you find yourself in a firearms or
weapons attack.

CROWDED PLACES GUIDANCE

3. CROWDED PLACES GUIDANCE

This guidance has been written to help
those charged with security at
crowded places mitigate the threat and

OMMERCIAL T

help make the UK less vulnerable to an WO RSTARAS GO ATRACTOW s

attack.



https://act.campaign.gov.uk/
https://act.campaign.gov.uk/
https://www.gov.uk/government/publications/stay-safe-film
https://www.gov.uk/government/publications/stay-safe-film
https://www.gov.uk/government/publications/crowded-places-guidance
https://act.campaign.gov.uk/

UK PROTECT.

4. STEP CHANGE

Step Change
Call-to-action for policing, the private Call-To-Action

sector and government to support the
. . . This Document Contains
integrated delivery of 25 projects i e

intended to enhance the protective A Call To Stakeholders to Participate
. . . In the Nati | CT Step-Ch. P
security of the United Kingdom. T

Version 3 - 08052018

Mational Stakeholder
Menu of Tactical Options

5. TACTICAL MENU OF
STAKEHOLDER OPTIONS

Outlines a set of options which can be
used by the private sector to enhance
their security at times of raised threat
levels.

6. COUNTER TERRORISM
INTELLIGENCE SHARING
PLATFORM

Ground breaking interactive online
platform developed to provide secure
expert advice and training to
businesses and public sector

organisations to help them develop
their own counter-terrorism
approaches.



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/705480/Step_Change_Call_to_Action_v3.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/754397/NSM_Tactical_Options_2018.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/754397/NSM_Tactical_Options_2018.pdf
https://www.gov.uk/government/news/new-counter-terrorism-information-sharing-platform-announced
https://www.gov.uk/government/news/new-counter-terrorism-information-sharing-platform-announced
https://www.gov.uk/government/news/new-counter-terrorism-information-sharing-platform-announced
https://www.gov.uk/government/news/new-counter-terrorism-information-sharing-platform-announced
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/705480/Step_Change_Call_to_Action_v3.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/754397/NSM_Tactical_Options_2018.pdf

CPNI

Centre for the Protection KEY GUIDANCE

of National Infrastructure

Centre for the Protection of National Infrastructure
(CPNI) is the United Kingdom government authority
which provides protective security advice to businesses
and organisations across the national infrastructure

1. REDUCING INSIDER RISK

This collection of CPNI guidance and
tools is designed to help organisations
reduce the risk of an insider by
undertaking good personnel security
practices.

2. PASSPORT TO GOOD SECURITY

CPNI’s Passport to Good Security for
Senior Executives sets out the key
themes for best practice and provides
relevant prompts for the actions you
need to take as part of your security
strategy. It will help you to identify,
assess and mitigate the threats to your

organisation.

3. PSMeS

CPNI has produced a suite of guidance
products known as Protective Security
Management Systems (PSeMS) which
support a methodical and proactive
approach for assessing and managing
holistic security risks for senior
leadership teams and security

managers.



https://www.cpni.gov.uk/reducing-insider-risk
https://www.cpni.gov.uk/managing-my-asset/leadership-in-security/board-security-passport
https://www.cpni.gov.uk/protective-security-management-systems-psems
https://www.cpni.gov.uk/reducing-insider-risk
https://www.cpni.gov.uk/managing-my-asset/leadership-in-security/board-security-passport
https://www.cpni.gov.uk/protective-security-management-systems-psems

4. MARAUDING TERRORIST
ATTACKS

New and detailed guidance is now
available providing details of the simple
measures that can be taken to minimise
the impact of an attack and help save
lives. This new guidance builds on the
principles of RUN, HIDE, TELL
published by the National Counter

Terrorism Security Office.

5. PHYSICAL SECURITY

Outlines a set of options which can be
used by the private sector to enhance
their security at times of raised threat
levels



https://www.cpni.gov.uk/marauding-terrorist-attacks-0
https://www.cpni.gov.uk/marauding-terrorist-attacks-0
https://www.cpni.gov.uk/marauding-terrorist-attacks-0
https://www.cpni.gov.uk/physical-security
https://www.cpni.gov.uk/marauding-terrorist-attacks-0
https://www.cpni.gov.uk/physical-security

CPNI
SECURITY AWARENESS CAMPAIGNS

CPNI has developed a series of security awareness
campaigns, designed to provide organisations with a
complete range of materials they need. Each campaign
set has full guidance on how to run the campaign and
materials that can be customised to the organisation.

1. IT'S OKTO SAY

The materials provided as part of the ‘It’s
OK to Say’ education programme are
intended to support organisations with
educating staff on identifying and
reporting unusual or concerning workplace
behaviours, and in setting up mechanisms
to promote the appropriate intervention.

SUSPICIOUS MAIL? N

Don't touch the item

2. MAIL SCREENING MATTERS AVU'D“H

CPNI has developed a kit of engaging
resources to make it easy to raise
awareness around postal security.
These resources complement the
information within “PAS 97:2015 Mail e et
Screening and Security - Specification”

3. READ MORE

See the full range of security awareness
campaigns developed by CPNI for
leadership, teams and security
managers.



https://www.cpni.gov.uk/its-ok-to-say-education-programme
https://www.cpni.gov.uk/mail-screening-matters-0
https://www.cpni.gov.uk/security-awareness-campaigns
https://www.cpni.gov.uk/security-awareness-campaigns
https://www.cpni.gov.uk/security-awareness-campaigns
https://www.cpni.gov.uk/security-awareness-campaigns
https://www.cpni.gov.uk/security-awareness-campaigns
https://www.cpni.gov.uk/security-awareness-campaigns
https://www.cpni.gov.uk/security-awareness-campaigns
https://www.cpni.gov.uk/mail-screening-matters-0
https://www.cpni.gov.uk/security-awareness-campaigns
https://www.cpni.gov.uk/its-ok-to-say-education-programme

FURTHER READING AND RESOURCES

1. PROJECT REVISE

Project Revise is a multi-media 0000O0O0®

%%

package which aims to highlight the @ P roj e Ct ReVi se A

potential misuse of hazardous
. - Secure your Hazardous Substances
materials to those who legitimately 000000

and routinely use them, in particular
the academic community.

2. BUSINESS EMERGENCY
RESILLENCE GROUP

The Prince's
Responsible
Business Network

The Business Emergency Resilience
Group (BERG), was created by His
Royal Highness The Prince of Wales to

help businesses and communities
across the UK to prepare for, respond
to, and recover from emergencies.

3. EMERGENCY PLANNING

COLLEGE

EPC is the UK's leading centre for Adise

organisational resilience, delivering epc Educate
Exgrcise

emergency and crisis management, Implement

business continuity, cyber resilience,
event and public safety training,
exercising and consultancy services

4. NATIONAL CYBER CRIME .
SECURITY CENTRE (NCSC) National Cyber

The NCSC acts as a bridge between Securlty Centre

industry and government, providing a a part of GCHQ

unified source of advice, guidance and
support on cyber security, including
the management of cyber security
incidents.



https://www.gov.uk/government/news/act-awareness-elearning
https://www.bitc.org.uk/campaigns-programmes/communities-place/business-emergency-resilience-group
https://www.bitc.org.uk/campaigns-programmes/communities-place/business-emergency-resilience-group
https://www.epcresilience.com/
https://www.epcresilience.com/
https://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/
https://www.epcresilience.com/
https://www.ncsc.gov.uk/

BUSINESS CONTINUITY SELF ASSESSMENT

Complete this 10 minute self-assessment to evaluate the current position of your business continuity plan. Any gaps you identify will highlight areas
for review. Not all questions will be relevant to your business.

Checklist Assessment YES | NO | N/JA | DONT

KNOW

General:

Do you have a business continuity plan? (BCP)

Does someone in your organisation take ownership over business continuity management?

Is your BCP clearly documented, easily accessible and understood by key personnel?

Have you considered the risks from your surrounding area and businesses? E.g. chemical plant, tourist attraction

Do you exercise your plan annually?

Do you regularly review and update your plan?

Do you have sufficient insurance to pay for disruption to your business?

Do you have your insurance company’s details in order to contact them immediately at the time of an incident?

Emergency Planning:

Do you have emergency response plans? i.e. fire, bomb threat

Do your emergency response plans include firearms and weapons attacks?

Do you have a management structure in place for dealing with emergencies?

Do you have evacuation, invacuation and lockdown procedures and plans?

Have you defined your primary and secondary evacuation assembly points?

Have you considered cordon distances when defining your assembly points?

Are your emergency exits clear with all relevant signage displayed?

Do you test your primary, secondary and invacuation point annually?

Have you prepared an emergency pack? (grab bag)

Do you review the contents and location of your emergency packs (grab bag) every 6 months?




Personnel:
Do you have a list of staff contact details and their next of kin? (including contractors and temporary staff)

YES

NO

N/A

DON'T
KNOW

Is the above information reviewed, updated and stored off site?

Do your staff have details of who to contact in an emergency situation? Can this be done quickly?

Are your staff aware of your emergency response plans? (including temporary and contractual workers)

Do your staff know who is in charge in an emergency situation?

Do your staff have designated roles in an emergency situation?

Are your staff aware of your evacuation points and emergency procedures?

Do you have staff members who are first aid trained?

Does this First Aid training include response to terrorist attacks? E.g. St Johns Ambulance Public Guidance

Are your staff aware of what to do in a firearms and weapons attack?

Do you test and exercise staff on your emergency plans?

Do you have a mechanism for communicating with:

Public

Stakeholders
Staff
Suppliers

Media/press

Communication:

Does this include contact in office hours and out-of-office hours for the identified personnel?

Do you have a nominated spokesperson for speaking to the press or personnel trained in media handling?

versa)?

Have you discussed with neighbouring establishments their emergency procedures and how they may impact on you (vice

Have you discussed emergency arrangements with any regulatory bodies (Local Authority, Emergency Services)?




YES | NO | N/A | DON'T
KNOW

Critical Operations and Functions:

Do you have access to an alternative fall back site to use in an emergency?

Is your alternative fall back site tested annually?

Are your critical documents adequately protected?

Do you have copies of your critical documents and vital IT information at a separate location?

Do you have plans in place to cater for the loss/failure of system equipment and critical IT systems?

Do you have documented and tested IT disaster recovery plan?

Do your suppliers have a business continuity plan?

Do you have your suppliers correct contact details?

Do you have alternative suppliers for critical equipment?




